
MR.TIPBOT BY ASTRAL CREDITS - PRIVACY POLICY 

Effective Date: 12/08/2026 

Welcome to Mr.Tipbot ("we", "our", "us"). We operate the Mr.Tipbot Discord application 
(the "Bot"), accessible via astralcredits.xyz/tipbot. We respect your privacy and are 
committed to maintaining a strict zero-retention, stateless data framework. 

This Privacy Policy explains how the Bot interacts with user parameters, our total lack of 
persistent data tracking, and how privacy is upheld under Discord’s Developer Policy and 
international data protections. 

1. Information We Process (Stateless Framework)  

To facilitate peer-to-peer on-chain transaction mechanics on the Songbird and Flare 
Networks, the Bot handles specific Discord gateway events. We do not collect, log, or 
store your personal information or address history on centralized databases. 

• Discord User IDs: Your public Discord User ID is processed transiently in volatile 
memory at the exact moment a command is sent. It functions exclusively as a 
cryptographic salt on a secure master seed to dynamically derive key pairs on-the-
fly. 

• Public Blockchain Keys: Senders' and receivers' public wallet addresses are derived 
dynamically when a user is mentioned inside a command parameter. They are 
dropped immediately after transaction processing and are never permanently 
cached or mapped inside a local ledger. 

• Guild Membership Data (GuildMembers Intent): The Bot utilizes the GuildMembers 
intent to compute real-time member presence and localized activeness. This 
telemetry is handled contextually in active memory and is never logged into external 
database infrastructures. 
 

2. How Data is Handled 
 
Data processed by the Bot is used purely for short-term operational calculations:  

• To dynamically map cross-user public address variants during active commands. 
• To submit valid, user-initiated cryptographic transfer requests (tipping, withdrawing, 

depositing) to public API nodes. 



• To check eligibility for server-wide "Activity Rains" by inspecting live guild chat states, 
which are discarded immediately after the distribution math finishes. 
 

3. Data Storage, Retention, and Deletion 
 

• No Persistent Data Retention: Because our framework is entirely stateless, we do not 
maintain historical logs or lookups linking your specific Discord ID to derived public 
keys. 

• Inapplicability of Data Deletion Requests: Because we do not store, index, or harvest 
historical database entries linking user profiles, there is no centralized database 
infrastructure from which to purge your information. 

• Blockchain Immutability: All final transactions occur on the decentralized Flare and 
Songbird public networks. Once written to a public blockchain ledger, transaction 
hashes and public destination records become permanent and are completely outside 
of our engineering capabilities to alter, hide, or erase. 
 

4. Third-Party Disclosures 
 

We never sell, trade, lease, or monetize data to third parties. All transaction coordination 
occurs entirely between your public Discord interaction parameters and the decentralized 
Flare Network ecosystems.  

5. Policy Updates 
 

We reserve the right to modify this Privacy Policy to ensure absolute compliance with 
future Discord Developer Rules. Any architecture changes modifying our zero-storage 
stance will be updated transparently via this policy document. 
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